ENLISTED VACANCY ANNOUNCEMENT

NEW YORK AIR NATIONAL GUARD ANNOUNCEMENT #: FY 22-27
174TH ATTACK WING
6001 EAST MOLLOY ROAD DATE: 14 JULY 2022

SYRACUSE, NEW YORK 13211-7099

CLOSING DATE: UNTIL FILLED

UNIT: 174t Operations Support Squadron AFSC: ID771A
POSITION TITLE: Cyber Defense Network AREA OF CONSIDERATION: Nationwide
Operations All DSGs, TSgt-MSgt

SPECIALTY SUMMARY

(As outlined in AFECD. 30 APR 2022)
Manages and performs Defensive Cyber Operations (DCO) and cyber support functions (DoDIN operations) in- garrison and at deployed
locations. Surveys, secures, protects, defends, preserves, designs, builds, operates, and extends data, networks, net-centric capabilities, and other
designated systems.

DUTIES AND RESPONSIBILITIES

- Responds to disruptions within the pertinent domain to mitigate immediate and potential threats. Uses mitigation, preparedness, and response
and recovery approaches to maximize survival of life, preservation of property, and information security. Investigates and analyzes relevant
Iresponse activities and evaluates the effectiveness of and improvements to existing practices. [DCWF Code - 531]

- Tests, implements, deploys, maintains, reviews, and administers the infrastructure hardware, software, and documentation that are required to
effectively manage network defense resources.

- Installs, configures, troubleshoots, and maintains server and systems configurations (hardware and software) to ensure their confidentiality,
Integrity, and availability. Administers server-based systems, security devices, distributed applications, network storage, messaging, and
Iperforms systems monitoring. Consults on network, application and customer service issues to support computer systems, security and
sustainability.

- Manages and administers integrated methods, enabling the organization to identify, capture, catalog, classify, retrieve, and share intellectual
capital and information content. The methods may include utilizing processes and tools (e.g., databases, documents, policies, procedures) and
expertise pertaining to the organization.

- Provides end users tiered-level customer support by coordinating software, hardware, and network configuration, troubleshooting,
Jresolution, security, maintenance, and training.

SPECIALTY QUALIFICATIONS
- Education for entry into this specialty, completion of high school or general educational development equivalency is mandatory.
- Training for award of the 1D731X, completion of the suffix-specific course is mandatory.
- Must attain and maintain a minimum Information Assurance Technical Level II certification AW AFMAN 17-1303.

ICybersecurity Workforce Improvement Program and DoD 8570.01-M, Information Assurance Workforce Improvement Program.
ASVAB minimum scores: General-64, Electrical-60

CLEARANCE

TS/SCI, as a minimum.

Please contact Recruiting at 1-800-883-4484
SSgt Tray Winn 315-952-5441
SSgt Thaddeus Sitnik 315-807-9433




