TRADITIONAL GUARD OFFICER VACANCY ANNOUNCEMENT

NEW COMMISSION

NEW YORK AIR NATIONAL GUARD ANNOUNCEMENT #: NF 18-21
. DATE: 13 August 2018
107th Attack Wing

9910 Blewett Avenue CLOSING DATE: 30 September 2018
Niagara Falls, NY 14304-6001 AFSC: 17D

UNIT: 107 Attack Wing AREA OF CONSIDERATION: NATIONWIDE

POSITION TITLE: Cyber Space Operations All (fa-ndi(-iates may _apply_vyho meet the baSiC_ )
qualifications for this position and who are eligible

MAX AVALILABLE GRADE: Major/O-4 for membership in the NYANG.

SPECIALTY SUMMARY
(As outlined in AFOCD Dated 30 April 2016%*)

Operates cyberspace weapons systems, employs cyberspace capabilities, and commands crews to
accomplish cyberspace, training, and other missions.

DUTIES AND RESPONSIBILITIES:

- Plans and prepares for mission. Reviews mission tasking, intelligence, terrain and weather
information. Supervises mission planning, preparation and crew briefing/debriefing. Ensures
equipment and crew are mission ready prior to execution/deployment.

- Operates weapons system(s) and commands crew. Performs, supervises, or directs weapons system
employment and associated crew activities.

- Conducts or supervises training of crewmembers. Ensures operational readiness of crew by
conducting or supervising mission specific training.

- Translates operational requirements into architectural and technical solutions. Works with
commanders to deliver complete capabilities that include technical and procedural components.
Researches or oversees research of technologies and advises commanders on associated risks and
mitigation factors in conjunction with meeting requirements.

- Directs extension, employment, reconfiguration, adaptation and creation of portions of cyberspace to
assure mission success for combatant commanders. This includes both deliberate and crisis action
scenarios.

- Develops plans and policies, monitors operations, and advises commanders. Assists commanders and
performs staff functions related to this specialty.
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QUALIFICATIONS AND SELECTIONS FACTORS

- Knowledge is mandatory including electronics theory, information technology, telecommunications
and supervisory and control systems including cryptography, vulnerability assessment and
exploitation techniques. Additionally knowledge will include operational planning, governing
cyberspace operations directives, procedures and tactics.

- Education. For entry education requirements see Appendix A, 17D CIP Education Matrix.

- Prior service 1B4 or IN4X1A commissioning Airmen will be accepted into the career field
regardless of undergraduate degree possessed.

TRAINING

The following training is mandatory for award of AFSC indicated:

- For award of AFSC 17D2X, completion of Undergraduate Cyberspace Training (UCT)
and mission qualification training in suffix specific area.

EXPERIENCE:
The following experience is mandatory for award of AFSC indicated:

e Forupgrade to AFSCs 17D2X/3X, unit commander determines proficiency based on
performance, experience and completion of minimum training requirements.

* For award and retention of 17DX, specialty requires routine access to Top Secret or similar
environment and completion of a current Single Scoped Background Investigation (SSBI)
according to AFI 31-501, Personnel Security Program Management.

NOTE: Award of the entry level without a completed SSBI is authorized provided
an interim Top Secret clearance has been granted according to AFI 31-501.

*Specialty Shredouts:

Suffix

Portion of AFS to Which Related

A

CDA - Cyberspace Defense Analysis

B

CSCS - Cyber Security and Control System

C

AFINC - Air Force Intranet Control

D

CVA/Hunt — Cyberspace Vulnerability Assessment/Hunter
E

C3MS - Cyber Command and Control Mission System
F

ACD - Air Force Cyberspace Defense

Y

General

Z

Other
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APPLICATION PROCEDURES:

New Commission Officers: Applicants will prepare and forward an AF Form 24,
Application of Appointment as Reserve of the Air Force or USAF Without Component, cover letter,
resume, AFOQT scores, VMPF records review RIP (if applicable), current physical fitness test (if
applicable) and DD Form 214s (if applicable). All degree programs MUST be complete at the time of
application.

Complete application package must be received no later than close-of business on 30 September
2018. Incomplete packages will not be considered.

E- MAIL APPLICATION TO: heather.a.miller92.mil@mail.mil

*Please contact TSgt Heather Miller with any questions at 716-236-3627 or
heather.a.miller92.mil@mail.mil

Send Official Transcripts to:
Attn: TSgt Heather Miller
9910 Blewett Ave
Niagara Falls, NY 14304-6001
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