TRADITIONAL GUARD OFFICER VACANCY ANNOUNCEMENT

NY AIR NATIONAL GUARD
109t Airlift Wing Stratton ANGB Scotia, NY 12302

Position Title/AFSC Warflg_hter Communications Announcement # A24-17
Operations/17D1

Unit ézagldﬁ;iromedlcal Evacuation Opening Date 10 July 2024

Minimum Grade 0-1 Closing Date 26 July 2024

Maximum Grade 0-4 Area of Consideration | Statewide

Appoint as: 2d Lt - New Commissioning Opportunity Selecting Official Lt Col Robert Huhn

Specialty Summary
As outlined in AFOCD dated 31 October 2023

Operates, secures, configures, designs, maintains, sustains, and extends cyberspace infrastructure; provides and employs
cyberspace capabilities; and leads Department of Defense information network (DODIN) operations missions to achieve
Commander’s objectives in or through cyberspace.

Duties and Responsibilities

2.1. Plans, designs, maintains, and operates information networks and cyberspace systems necessary for operations.

2.2. Provides a broad range of cyber-related expertise key to successful warfighting operations in the air, space, and
cyberspace domains, to include the electromagnetic spectrum.

2.3. Facilitates architectural and technical solutions to operational requirements; vets potential solutions and advises
commanders on associated risks and mitigation factors.

2.4. Directs the extension, employment, reconfiguration, adaptation, and creation of portions of cyberspace to assure
mission success for

commanders. This includes both deliberate and crisis action scenarios.

2.5. Develops plans and policies, monitors operations, and advises commanders. Assists commanders and performs staff
functions related to this specialty.

2.6. Provides specific cyber-terrain-focused expertise to defensive cyberspace operators to enhance their ability to defend
that terrain.

2.7. Advocates for resources when existing resources are insufficient to prosecute assigned missions.

2.8. Develops Primary, Alternate, Contingency, and Emergency (PACE) communications plans to support mission
assurance. Manages operations with degraded capabilities while working to reestablish primary ones.

Specialty Qualifications

3.1. Knowledge. Mandatory knowledge includes information technology, wired and wireless telecommunications,
computer networking, cloud architectures, electronics theory, information assurance, data links management, spectrum
operations, vulnerability assessment techniques, operating system environments, scripting, operational and tactical
planning, and supervisory control and data acquisition systems. Knowledge will include the military application of these
technologies as well as industry best practices.

3.2. Education. Undergraduate or graduate education related to computer science, computer engineering, or information
technology is desirable, but not required.

3.2.1. Prior service 3D, 1D7, 1B4, or IN4XA commissioning Airmen, and equivalent career fields in other services, will
be accepted into the career field regardless of undergraduate degree possessed.

3.3. Training. The following training is mandatory as indicated:
3.3.1. For award of AFSC 17D1XA/B, completion of IST Phase | (17XXX) and Phase Il (17DXX), and Phase IlI
(17DXA/B).

3.4. Experience.
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3.4.1. For upgrade to AFSCs 17D2X/3X, unit commander determines proficiency based on performance, experience, and
completion of minimum training requirements.
3.4.2. For award of 17DXYindividuals must have previously held 17DXX position.

3.5. Other.

3.5.1. For award and retention of this AFS, specialty requires routine access to Tier 5 (T5) information, systems or similar
classified environments and completion of a current T5 Investigation IAW DoDM 5200.02_AFMAN 16-1405, Air Force
Personnel Security Program is mandatory. NOTE: Award of the entry level without a completed T5 Investigation is
authorized provided an interim Top Secret security clearance has been granted according to DoDM 5200.02_ AFMAN
16 -1405.

3.5.2. Retention of these AFSCs may require favorable adjudication of counter-intelligence polygraph and/or favorable
determination for access to sensitive compartmented information.

AFOCD, 31 Oct 23

Application Procedures
All applicants will prepare and forward the following no later than close of business on closing date by email:

Current/Prior Military
Resume
Cover Letter
Military Biography
Last 3 EPRs
vMPF RIP
Physical Fitness Report

Complete application package must be emailed no later than close of business on the closing date of the
vacancy announcement. Incomplete packages will not be considered.

Applications must be submitted as 1 PDF document®*, portfolios will NOT be accepted
*Documents that are digitally signed will have to be “Printed to PDF” to combine

Please email applications to: 109AW.AirWing.Recruiting@us.af.mil
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